In many practical machine-learning applications, it is critical to allow knowledge to be transferred from external domains while preserving user privacy. Unfortunately, existing transfer-learning works do not have a privacy guarantee. In this paper, for the first time, we propose a method that can simultaneously transfer knowledge from external datasets while offering an -differential privacy guarantee. First, we show that a simple combination of the hypothesis transfer learning and the privacy preserving logistic regression can address the problem. However, the performance of this approach can be poor as the sample size in the target domain may be small. To address this problem, we propose a new method which splits the feature set in source and target data into several subsets, and trains models on these subsets before finally aggregating the predictions by a stacked generalization. Feature importance can also be incorporated into the proposed method to further improve performance. We prove that the proposed method has an -differential privacy guarantee, and further analysis shows that its performance is better than above simple combination given the same privacy budget. Finally, experiments on MINST and real-world RUIJIN datasets show that our proposed method achieves the start-of-the-art performance.
Introduction
Machine learning today relies on large quantities of high quality data. However, due to the expense and difficulties in data acquisition, often, one cannot have a sufficient amount of training data. Thus, one may want to make use of the external datasets that are provided by other data-rich organizations. Such scenario frequently appears in many real-world applications. For example, in Figure 1 , small or newly established hospitals may not have sufficient labeled medical records, and they may wish to borrow some knowledge from large and public hospitals to boost the performance of their prediction models. Transfer learning (Pan and Yang 2010 ) is a proven tool for this purpose, as an established hospital may already have much experience in the form of labeled medical data, which can be transferred to a newly established medical service.
When knowledge transfer is conducted, data privacy becomes a serious concern. Recently, there even are several Figure 1 : The knowledge sharing problem from large hospitals (source) to the small ones (target). Privacy needs to be protected for both the source and target.
laws for the privacy issue. One of the most famous is Europe's General Data Protection Regulation (GDPR) 1 , which is a regulation to regulate the protection on private data and on data transmission between organizations. Such regulations and public requirements place raise challenges for cross-organizational transfer learning. When applying transfer learning, the source and target datasets may belong to different institutes or companies. As a result, the privacy of users in a source organization may be compromised at the target organization. As far as we know, there is no existing transfer learning algorithm designed for solving this problem. We believe that it is time for machine learning researchers to design new methods to tackle this problem and make transfer learning compliant with the laws.
In the past, researchers have designed various ways to ensure protection of privacy in data publishing. The theory of differential privacy (Dwork et al. 2006b; Dwork 2008) has been developed as a standard for ensure the privacy of data when data is exchanged between organizations. To design an algorithm with a privacy-preserving guarantee, carefully designed noise is often added to the original data to disambiguate the analytic algorithms. However, for machine learning, such injection of noise often incurs a major degradation of learning performance. As a result, many machine learning algorithms have been modified to achieve the differential privacy while preserving the performance of machine learning, including logistic regression (Chaudhuri, Monteleoni, and Sarwate 2011), tree models (Emekçi et al. 2007; Jagannathan, Pillaipakkamnatt, and Wright 2009; Fong and Weber-Jahnke 2012) , and deep neural networks (Shokri and Shmatikov 2015; Abadi et al. 2016) , etc. In our scenario, we do not consider tree models, as they are usually difficult to transferred. Deep neural networks, is also not a good choice, as it is hard to interpreted and can be a problem when facing the law (e.g., GDPR). However, linear models is simple and easy to understand, and its differentially private variants also have rich and rigorous theoretical guarantee (Chaudhuri, Monteleoni, and Sarwate 2011; Bassily, Smith, and Thakurta 2014; Hamm, Cao, and Belkin 2016; Kasiviswanathan and Jin 2016) . These considerations motivate us in using linear models for privacy-preserving transfer learning.
In this paper, we start from the hypothesis transfer learning method of (Kuzborskij and Orabona 2013), which we use to combine with private-preserving logistic regression (Chaudhuri, Monteleoni, and Sarwate 2011). We show how to innovatively integrate these methods to solve the knowledge sharing problem with privacy preserving guarantee. However, the simple-minded combination of transfer learning with privacy preserving constraints can suffer from poor learning performance. Specifically, to preserve the privacy, the noise added to the source learning models can be too high when the target samples sizes are small or when the feature dimensions are high. The challenge is how to make the best balance. This is a serious problem for transfer learning to the target domain. As a summary, contributions are as follows:
• We propose a novel method, which is based on HTL, to solve the knowledge sharing problem from the source to the target. This method draws a best balance between privacy-preserving concern, transfer learning performance and target-domain data sizes; • We prove the algorithm has an -differential privacy guarantee for both the source and target. We also analyze the generalization performance of the proposed method, which shows it is indeed better than the simple combination when privacy budgets are the same; and • Except for the popular MNIST dataset, we also test our method on a real-world RUIJIN dataset. This dataset contains medical records from thousands of people, and is collected from hospitals across the whole China. The results show, given the same privacy budget, our method can achieve much better performance than other state-of-the-arts. The rest of the paper is organized as follows. Section 2 gives related works; the proposed algorithm is in Section 3; experiments are performed in Section 4; and concluding remarks are given in Section 5.
Notation In this paper, vectors are denoted by lowercase boldface. We use subscript (·) s and (·) t , e.g., ws and wt, to denote variables in the source and target domain. Then, we use the superscript (·) (k) to denote the variables associated with the kth split of features, e.g., q (k) . Parameters with a privacy guarantee is indicated by a "bar" above, e.g.,w. 
The parameter is called privacy budget. To meet andifferential privacy guarantee, usually, carefully generated noise needs to be added into the learning algorithm. Smaller provides stricter privacy guarantee but usually requires adding more noise, and leads to larger decreasing on the learning performance.
Privacy-Preserving Logistic Regression (PLR).
The state-of-the-art privacy-preserving learning with logistic regression (LR) is proposed in (Chaudhuri, Monteleoni, and Sarwate 2011) .
where x i s are samples and y i s are corresponding labels, they design an -differentially private variant for
where f (α, β) = log(1 + e −αβ ) is the logistic loss, w is the learning parameter and λ > 0 is the hyper-parameter. The following assumption is made on (1). Assumption 1. The regularizer g is 1-strongly convex 2 .
However, directly obtaining w from (1) fails to reach this goal (Dwork et al. 2006b ). Thus, Chaudhuri et.al. 2011 proposed to change the objective as
. Thus, two extra terms, i.e., random vector b and quadratic term 1 2 ∆ w 2 2 , are added to (1). Specifically, ∆ is a constant depending on λ, n and , which is a requirement of the proof; b is drawn from the 3 distribution h(b) ∝ exp( 2 b 2 ) and the noise level is determined by . The complete mechanism based on (2) is in Algorithm 1, and its privacy guarantee is in Proposition 1. Proposition 1. (Chaudhuri, Monteleoni, and Sarwate 2011) Algorithm 1 has the -differential privacy guarantee if Assumption 1 is satisfied.
However, in a machine learning model, we are also concerned with model performance. Having a good privacy guarantee does not mean that the model has a good learning performance; in fact, in many practices, the performance 2 If a function f is µ-strongly convex, then f ( Algorithm 1 PLR(D, , λ, g): Privacy-preserved learning with logistic regression.
, hyperparameter λ and regularizer g.
1:
= − log(1 + 1 2nλ
∆ = (4n(exp( 4 ) − 1)) −1 − λ and = 2 ; 6: end if 7: scale D so that for all i, xi 2 ≤ 1; 8: pick a random vector b from h(b) ∝ exp ( 2 b 2); 9: obtainw by solving (2); 10: returnw ( -differential privacy guarantee).
dramatically degrades. Thus, given the same privacy budget, algorithms with a better learning guarantee are desired. Proposition 2 is offered for such guarantee of Algorithm 1. Proposition 2. (Chaudhuri, Monteleoni, and Sarwate 2011) Let g(·) = 1 2 · 2 andŵ be a reference predictor and P be the data distribution. Then, there exists a constant C such that for δ > 0, if the training examples from D are i.i.d. drawn according to P , and
then the outputw of Algorithm 1 satisfies
is the expected loss of predictor w over distribution P .
Proposition 2 shows how much samples are needed in order to reach g error as compared with the desired classifier. Basically, the smaller the R.H.S. in (3) the better the learning performance. Comparing with non-privacy model (1), which only needs n > C 1 ŵ 2 log( 1 δ )/ 2 g samples to reach the same error g (Shalev-Shwartz and Srebro 2008), we can see there are two extra terms that depend on in the max operator in Proposition 2. Thus, the learning performance of Algorithm 1 is indeed deteriorated.
Hypothesis Transfer Learning (HTL).
Transfer learning (Pan and Yang 2010 ) is a powerful and promising method to extract useful knowledge from a source domain to a target domain. In this paper, we consider hypothesis transfer learning (HTL) (Orabona et al. 2009; Kuzborskij and Orabona 2013; Kuzborskij and Orabona 2017) . Using (1) as an example, HTL improves the performance on target domain via adding an extra regularization, i.e.,
where f (α, β) = log(1 + e −αβ ) is the logistic loss, η is a hyper-parameter, D t is the data in the target domain and w s is the predictor obtained from the source domain.
Although there are other techniques for transfer learning such as domain adaptation and feature representation transfer (Pan and Yang 2010) , as we will show in Section 3, HTL is a very good choice because it is a general method that can be incorporated with the privacy guarantee very well.
4. Learning from Multi-parties. Finally, we discuss about learning privately from multi-party data (Pathak, Rane, and Raj 2010) , which is the most related scenario to ours. In this case, each party has its own private data, and the task here is to obtain final predictions using data from all parties. There are two lines of researches. The first one is to train classifiers in each party locally, then the problem is how to privately combine these predictions. A carefully designed protocol is proposed in (Pathak, Rane, and Raj 2010) to solve this problem. The performance is surpassed by (Hamm, Cao, and Belkin 2016), which used a second level classifier to combine different predictions. Later, public un-labeled nonsensitive data are introduced to improve the second level classifier in (Papernot et al. 2017 ). However, our goal here is to boost learning performance in the target domain, and these works cannot achieve this. The second line of researches lie on simultaneously training a model among all parties. A stochastic gradient descent among parties are used in (Rajkumar and Agarwal 2012), and then a multi-task learning method is proposed in (Xie et al. 2017) . While these works improve performance of previous ones based on aggregation, they gradually lose privacy guarantee during the iterations of algorithms. Thus, they do not apply here either.
The Proposed Approach
First in Section 3.1, we show how a simple combination can be done based on privacy-preserving LR and HTL. As such combination can suffer from small samples in the target, we improve privacy-preserving LR in Section 3.2, and use it to solve the knowledge sharing problem in Section 3.3.
First Attempt: A Simple Combination
Basically, HTL can already solve the knowledge sharing problem as described in Section 1. We can obtain w s using the source data from (1), and then obtain the desired predictor w t on target data from (4). The problem is that there is no privacy guarantee yet. However, Algorithm 1 can be used to solve this issue. The key idea is to perturb the objective by b and ∆. Thus,we solvē
for the source, where g s (w) = 1 2 w 2 2 . Then, we solvē
for the target, where g t (w) = andw s is obtained from (5). The complete procedure for the simple approach is given in Algorithm 2, and it can be easily seen s and t -differential privacy are guaranteed for the source and target. Simple combination issues. However, such a direct combination has two main problems. First, (A). Algorithm 2 suffers from poor performance when the dimension is high.
This problem comes from the fact that Algorithm 1 is sensitive to the dimension d, which determines the noise level. The theoretical analysis in Proposition 2 also shows that with limited privacy budget, more samples are needed to preserve the generalization performance when d increases. The problem is even worse in our setting, as the number of samples of target is usually small.
(B)
. Algorithm 2 treats all features equally, thus does not consider feature importance.
Note that, the noise is equally added to all features in Algorithm 2. However, if we can add less noise into features that are more importance while keeping the same privacy guarantee, we are likely to get a better learning performance.
Overview of proposed method. To address the above two problems (A) and (B), we propose to split features of the source data into disjoint subsets and transfer the learned model from each subset to the target domain separately. For models trained on these subsets, we can hope that each of them will suffer a smaller impact from the noises while preserving privacy. Besides, when the feature importance is available, less noise can be added into subset with larger importance. These are the intuitions of our work. The framework is in Figure 2 . 
PLR-FS (HTL)
Figure 2: The framework of the proposed method.
Building Block: PLR with Feature Splitting
In order to accomplish the above procedure, we first propose a new algorithm, which incorporates feature splitting into Algorithm 1. This algorithm will also acts as a key building block for our approach.
The proposed method is presented in Algorithm 3. In the sequel, let
} be a split of all features into K subsets, and the importance of each split is q (k) with q (k) ≥ 0 and K k=1 q (k) = 1. First, features in dataset D is split into K subsets based on S G in step 1. Then, same as Algorithm 1, we refine as in step 2. However, to ensure privacy, the features in each subset are also rescaled (step 4) and extra terms involving with b (k) and ∆ (k) are added (step 5-10). Finally, we train a logistic regression within each subset of the dataset (step 11).
): Privacy-Preserving LR with feature splitting
where q (k) ≥ 0 and
if > 0 then 6:
else 8:
The privacy guarantee is in Proposition 3. This proposition extends previous one (Proposition 1) for Algorithm 1. However, the extension is not trivial. First, we have multiple learning problems in Algorithm 3 and they are not independent with each other due to shared labels. Finally, different importance q (k) s exist for each subset of features.
is 1-strongly convex, then Algorithm 3 has a -differential privacy guarantee.
As multiple predictors are generated from Algorithm 3, unlike Proposition 2, which gives the learning performance for the whole Algorithm 1, we can only give the learning performance for each predictor generated from Algorithm 3, which is in Proposition 4. 
where
Comparing with Proposition 2, the main difference is that ŵ 2 is replaced with a (k) in Proposition 4. Note that as feature vectors in Algorithm 3 is scaled as x
When is small and dimension is large, the second term in (3) and (7) will be dominated. In this case, the ratio of sample complexities in Proposition 4 divided by Proposition 2 is r
. If features are randomly split and their importance is treated equally, then q (k) = 1/K, and r (k) < 1 as log(d/(Kδ)) < log(d/δ). This leads to a strict improvement over Proposition 2. Besides, if feature importance is known, for the important feature group k, q (k) > 1/K and r (k) will be smaller. While the bound forw (k) from less important features are worse, as important features are more informative, we will see splitting based on features' importance can have a significant improvement over random splitting in a dataset where the variance of feature importance is large.
Proposed PPTL-FS Approach
Now, we are ready to present the proposed algorithm to solve the privacy-preserving transfer learning problem in Figure 1 . The complete procedure is given in Algorithm 4, and illustrated in Figure 2 . The detailed steps are as follows:
Algorithm 4 Privacy-Preserving Transfer Learning based on feature splitting and stacked generalization (PPTL-FS)
Require: splitting SG, feature importance {q
, dataset Ds and Dt, privacy budgets s and t, hyper-parameters {λ
and µt. in the source domain 1: {w
in the target domain 2: randomly split Dt into 2 subsets Dt0 and Dt1 with approximately equal sizes; 3: level-0 model: {w
4: level-1 model: vt = PLR(Dt1, t, µt, g) with g(·) = Feature Splitting. First, we require both source and target having the same splitting S G on features. This can be done either by a random splitting or based on features' importance. Source (step 1). Similar to Section 3.1, we take g s (·) = s } from the source, we then try to learn a high-quality model in the target domain. Following Section 3.1,we adapt HTL by taking g
2 as the regularizer. This again can be done with Algorithm 3. However, the learning process leads to K predictors in the target, and we do not know which predictor should be used nor how to combine them. To solve this problem, we next propose to use a variant of stacked generalization (Ting and Witten 1997) .
We randomly split D t into two disjoint parts D t0 , D t1 , each has half of the samples of D t (step 2). Then, Algorithm 3 is trained based on D t0 (level-0 model), and we obtain {w
} as the predictors from the target (step 3). After that,we take the predicted labels from D t1 by these predictors as features, and train a privacy-preserving logistic regression with parameter v t (level-1 model), which can be done by Algorithm 1 (step 4 in Algorithm 4). The final prediction is then given by the output of level-1 model. In this way, the level-1 model acts as an aggregator to combine {w
Algorithm Analysis. First, we show the privacy guarantee of Algorithm 4 in Theorem 5.
Theorem 5. The output {w
As the learning guarantee of stacked generalization is still an open issue (Ting and Witten 1999) , we cannot offer the guarantee of generalization performance for Algorithm 4 here. However, we can still expect Algorithm 4 to be much better than Algorithm 2. The reasons are as follows. First, when less noise is introduced, better generalization performance can be expected in the target domain, which is also verified by Proposition 4. This means that the prediction performance of {w
from Algorithm 4 is better than that of w s and w t from Algorithm 2. Second,while feature interactions may slightly drop by the feature splitting, the level-1 model can alleviate this problem by aggregating predictions from different splits in level-0 model in a supervised way. Finally, feature importance can be incooperated in Algorithm 2, which can further boost the learning performance by adding less noise on more important features.
Experiment
In the sequel, experiments are performed on a Server with Intel(R) Xeon(R) E5 CPU and 250G Memory. All the codes are implemented in Python. 
Data Description
Two datasets are used in our experiments. The first one is MNIST, which are small images of digital numbers and popularly used for handwritten recognition (LeCun et al. 1998) . The second one is a private dataset provided by ShangHai RUIJIN hospital used to train and test early signs of chronical diseases that cover a large sector of the Chinese population, such as Diabetes. Our problem setup (Figure 1 ) also comes from application background of such data set. The details of the data are as follows 4 :
MNIST. We generate a toy dataset of two classification tasks here. Digits 0 and 8 are taken as the source, 0 and 9 as the target. We apply PCA on the whole dataset and select the top 100 features with the largest variance. To simulate the case where the size of the task dataset is not large, we randomly picked 2000 samples for the source and 1000 samples for the target.
RUIJIN. This is a real dataset where user privacy is a big concern as the data contains patients' personal medical records. The dataset is collected from two medical investigations over 22 medical centres distributed in different locations in China conducted by Shanghai RUIJIN Hospital in 2010 and 2013, respectively. There are in total 105,763 participants who participated in both investigations. The first investigation consists questionnaires and laboratory test records collecting demographic information, disease information, life-style information and physical examination results. The second investigation includes diagnosis of diabetes, which are used as the ground truth (labels) of diabetes prediction. Suggested by the hospital, in this dataset we choose 18 centres with 52 important features (Table 3) and the first two centres are combined as the source and remained centres are target. When we make predictions for patients form a new center, we wish to rely on previous built models for other related but different centers; otherwise we would have to do a lot of new manual labor at each new center. When doing this transfer learning, user privacy is of key concern. Thus, we wish to apply the privacy-preserving transfer learning algorithms to solve the problems. 
Compared Methods
We compare the following methods: (i). Direct: Directly training an -differentially private logistic regression model on the target dataset; (ii). SourceD: Directly using the -differentially private source classifier to predict on the target dataset; (iii). SimComb: The Simple approach (Algorithm 2); (iv). Two variant of the proposed method (Algorithm 4). PPTL-FS(R): features are uniformly random split into K groups; and PPTL-FS(W): features are split into K groups with approximately equal size based on their importance. For MINST, the feature importance is given by the variance obtained from PCA; and for RUIJIN, feature importance is given by doctors in RUIJIN hospital.
For all experiments, we randomly select 80% as training set and 20% as testing set for both source and target datasets. All other parameters (all methods) are tuned by a 3-fold cross-validation. Moreover, we use K = 5 for our proposed method. In the transfer phase of our proposed method, we use 50% of the target training set as D t0 and the remaining as D t1 . For performance evaluation, we use the area-under-the-curve (AUC) (Hanley and McNeil 1983) as the measurement, which is most often used for classification problems, and a higher AUC is desired. For each dataset, we repeat the experiment 10 times.
Performance
MNIST. We vary privacy budget as s = t = ∈ {0.5, 1.0, 2.0, 4.0, 8.0}. The result is shown in 5 Table 1  and 6 Figure 3(a) . First, we can see that when gets smaller, AUC of all methods decrease. This is because more noise needs to be introduced for smaller . Then, SimComb consistently gets better performance than SourceD and Direct, which verifies the benefits of hypothesis transfer learning. Besides, when gets smaller, PPTL-FS(R) can Table 4 . However, unlike the previous case, SimComb may not get better performance than SourceD and Direct, which is perhaps due to the noise introduced in features. However, EtransR improves over SimComb by feature splitting, and consistently gets better performance than SourceD, Direct and SimComb. Finally, PPTL-FS(W), which considers features importance, is the best method. We then vary s = t = ∈ {0.5, 1.0, 2.0, 4.0, 8.0}, and then plot the testing AUC on the centre 3 in Figure 3(b) . The observations are the same as previous one for MNIST dataset. Testing AUC of all methods get lower with smaller , and PPTL-FS(W) is the best (compared with methods having the privacy guarantee).
Influence of the splitting size K. In previous experiments we fix the split size K = 5. Here we will demonstrate the influence of K. In RUIJIN and MNIST dataset, we test the performance of PPTL-FS(W) and PPTL-FS(R) for different K's. We set s = t = 1.0, and other parameters are tuned as previous experiments. The experiment is repeat for 30 times. The result is shown in Figure 4 . As we can see, there is a peak of K for our proposed method in both datasets. When K increases, in each subset the dimension decreases, thus the noise level decreases, which leads to the increasing of the performance. This is consistent with Proposition 4. When K is too large, the interactions among features cannot be learned well, so the performance decreases. Another observation is that the peak of K of PPTL-FS(W) is smaller than that of PPTL-FS(R). This is because PPTL-FS(W) tends to put important features in subsets that can be learned well enough with a relatively small K and get good performance. Note that for all K's in both datasets, the performance of PPTL-FS(R) is not better than PPTL-FS(W) with a significance level 0.05
Conclusion and Future Works
In this paper we presented a novel privacy-preserving transfer learning for the knowledge sharing problem. Unlike previous privacy-preserving methods, we take particular attention to the learning performance in the target domains even after much noise is added to the source domain for privacy preservation. This is done by using a stacked learning model taking components from the split source domains by features. We show that this approach addressed both the privacy preserving issue and the model performance issue, which is a critical issue facing machine learning under privacy laws in many parts of the world.
In the future, first we plan to explore ( , δ)-differential privacy, which is a relax version of Definition 1 (Dwork et al. 2006a ). This usually leads to weaker privacy guarantee but better predicting performance. We will also consider extending by transferring other types of learning algorithms, such as deep learning, kernel learning and Bayesian learning.
